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1. IIEJIM Y1 3AJIAYU KYPCOBOM PABOTBI(ITPOEKTA)

L]envio 8binoaHeHUs KyPCOBOU pabombl A815emcsl 3aKpenieHue u yenyoieHue

meopemu4yecKkux S’HCZHMIZ, NOJNIY4YEeHHblX 6 npouyecce Usy4eHusl auCT/ﬂ/ll’lJlqul, ux

cucmemamusayusi u passumue, a mak arce c60ppeafszblx OAHHbBIX 8 OpcaHU3aAyuUAx

U noiydyerus npakmuiyeckKkux HABblKo6 6 obnacmu uUccie008anus NOOCUCHEM

obecneyerusi UHGHOPMAYUOHHOU OE30NACHOCTNU HA NPEeONPUSIIMUL.

Qopmupyemvie y 00yyarOueco0css KOMREMEHUUU U 3aN1aHUupOS8aHHble

pe3ynbmamsl 00y4eHus no OuUCyuniuHe, COOMHECEeHHble C UHOUKAMOpamu

00CHLUIICCHUS KOMNEem emquﬁ

Koa u HamMeHOBaHHe KOMIIETEHIIMH

3amiaHMpoOBaHHbIE pPe3yJbTaThl 00y4eHust

[CK-1 cmoco0OHOCTh aIMHHKC TPUPOBATH
MO7IC UCTeMbI MH(OPMAITMOHHOM
0e30MmacHOCTH 00BEKTOB, BKITIOYAs 0OBEKTHI
sHepremiku KBO P®, skcmyampyroniue
ACY TIj

3HaTb:

- BO3MO)KHOCTH 3aIUTHBIX MEXaHM3MOB
IPOrPaMMHBIX M TEXHHYECKUX CPEJCTB
obecrnieueHuss MHPOPMALMOHHO U
0€30IMacHOCTH

yMeThb:

- aJIMUHHCTPUPOBATH MPOrPaMMHBIE U
TEXHUYECKHE CPEJICTBA CUCTEMBbI 3AILUThI
nHpOpMaIMK KOMIIBIOTEPHBIX CHUCTEM

[CK-2 criocoGHOC Th IPUMEHSTH
HPOTrPaMMHBIE CPEICTBA CHCTEMHOTO,
MPUKJIQJTHOTO U CTICIHAIBHOTO Ha3HAYCHHS,
B TOM YHCJI€ JUIsl 0O0ecieueHus: 0€30MacHOro
(hyHKIIMOHMPOBAHWST 0OBEKTOB SHEPTCTUKH C
snementamu ACY TII,

3HaTb:

yMeTh:

- METOJIbI U CPEeICTBA NPEIOTBPALIICHUS U
O0OHapy>XeHHsI BTOP)KEHHH B KOMIILIOTEPHYIO
CUCTEMY

- TPUMEHSTH 3aIMIICHHBIC MPOTOKOJBI,
MEXCETEBbIC SKPaHbI U CPEJICTBA
OOHapy>KEHHsI BTOPXKEHHH JIJIs1 3aIIUTHI
MHPOPMAIMU B KOMIBIOTEPHBIX CHCTEMAaX U
CeTAX

[CK-3 crocoOHOC Th PUMEHSTH
KOMIUIEKC HBIH MOIX0/ K 00€CTIeUeHHIO
nH(OPMAIMOHHOHN 0e30MacHOCTH B
pa3JIMYHBIX c(epax AesTeIbHOCTH B TOM
YHCJIe U Ha 00BEKTAX YHEPTEeTUKH,
skcmryatupytomux ACY TII

3HaTb:

yMeThb:

- KOMIUIEKC NpaBwWl, MPOLEYp,
MPAKTUYECKUX MPUEMOB, NPUHLIUIIOB U
METOJ10B, CPEACTB 00€CIIeYEHHsI 3aIlUThI
MHPOpMALMK B KOMIIbIOTEPHBIX CHCTEMax
- TEXHOJIOTMM TIOCTPOEHUSI CUCTEM
O0OHapyXEHHsI KOMIIbIOTEPHBIX aTak

- OCYUIECTBJIATH MEPbl MPOTUBOJIEHCTBUS
HApYLICHUSIM KOMIIBFOTEPHOM U CETEBOM
0€30MaCHOCTH C UCTIONL30BAHUEM Pa3JIMdHBIX
NPOrpaMMHBIX U almapaTHBIX CPEACTB
3anUThl UHGOPMAIN




Koa u HamMeHOBaHHe KOMIIETEHIIMH

3amiaHMpoOBaHHbIE Pe3yJbTaThl 00y4eHusl

[IK-7 ¢criocoOHOC TS POBOUTH aHATIN3
UCXOJIHBIX JIAHHBIX JIJIS TIPOSKTUPOBAHUS
MOJICUCTEM U CPEJICTB 0OecieueHus
“H()OPMAaIMOHHON 6€30MacHOCTH U
y4acTBOBATh B MPOBEJICHUN TEXHUKO-
9KOHOMHUYECKOT'O 000CHOBAHUS
COOTBETCTBYIOIINX NMPOEKTHBIX PEILCHUN;

3HaTh:
- TEXHOJIOTH! MOCTPOCHUS CUCTEM
O0HapyXeHHsI KOMIBIOTEPHBIX aTaK
- 3allMTHBIE MEXaHm3MBI U  CPEICTBa

obecrnieyeHrss KOMIbIOTEpHON 0e30macHOCTH
yMeThb:

- PETHCTPHPOBATHh W aHAJIM3UPOBATH

COOBITHS, CBA3AHHBIE C 3aIUTON

vH(pOpMAIMK B KOMIIBIOTEPHBIX CUCTEMAX;

[IK-12 cmocoGHOCT, MpUHUMATh y4acTue B

NpOBEICHUH 9KCTIEPUM EHTATBHBIX
UCCIIE0BaHUM CHUCTEMBI 3aIUTHI
nHpopMarmy;

3HATh:
- Tumel KuOepaTak ¥ TEXHOJOTMH HX
OOHapyXeHHS B KOMIIBIOTEPHBIX CHCTEMax

yMeTh:
- IPOBOAUTH SKCTIEPUMEHTAJIbHbIC
UCCIIEIOBAHMS TI0 BBISIBICHUIO
KOMIIBIOTEPHBIX aTaK Ha 3aIUIIAEMYIO
WHPOPMAIMOHHYIO CUCTEMY

[IK-13 cmocoGHOCT, MpUHUMATh y4acTUe B
(hopMupoBaHum, OpraHu30BbIBATH u
HO/IeP’KUBATh BBINIOJIHEHHE KOMIUIEKCA Mep
o o0ecrieueHunto UH()OPMAIMOHHON
0€30I1aCHOCTH, YMpPAaBIATH IPOLECCOM HX
peanu3aimy;

3HATh:
- 3aIMTHBIE MEXAHM3MBI U Cpe/iCTBa
obecrnieyeHnss KOMIbIOTEPHON 0€30MacHOCTH
- OCHOBBI NOCTPOEHUS 3ALUILIEHHBIX
KOMITbIOTEPHBIX CHUCTEM M CeTel
- OCHOBBI TIOCTPOEHMSI 3ALIUIIEHHBIX
KOMITbIOTEPHBIX CHCTEM U CeTel
yMeTh:
- pa3pabaTbIBaTh IUIAH M0 PEarvpoBaHUIO U
HEUTpamBalyu KubepaTax Ha
MH(OpPMAIMOHHBIE CHUCTEMBI;
- pa3pabaThIBaTh IUIAH 10 PEarupoOBaHUIO U
HEUTpa3alyu Kubepartax Ha
MH(pOpMaIMOHHBIE CHUCTEMBI

Kypcosas paboma Oonoicna noxazams 2iyOUHy YCE80€HUsL CMYOeHmamu

meopemu4eckoeo Kypca «Texnonoeuu 3awjumasl ungbopmauuonnbzx cucmem om

Kubepamaxy.

3aoauu xypcosoti pabomoi:

— paszeumes Yy cmyoeHma meopuyeckue CcnocobHocmu,

nepcneKkmueHoe

MbulijlieHue, 6K)C K uUcc1e008amebCkou OeﬂmeﬂbHocmu, mMomusupoeanib Hay'd Hbll

U HO8AMOPCKUL NOOX00 K OP2aHU3ayuu 3aujumsl uHpopmayuu,

- npeoocmasums

uccieoosanue  cucmem

BO3MOINCHOCMb  CHLYOEHM)

3auumaol

npoeecmu  npakmuieckoe

ungopmayuu  opeanuzayull,  AHAIU3




Cyuecmgeyrouux  yepo3 KOHQUOeHYUanbHOU uHGopmayuu u Hymu  ux

Heumpaiuzayuu.

2. BBIBOP TEMbI KYPCOBOM PABOTHI (ITPOEKTA)

Temamuxa Kypcosvix pabom cOCMAGIeHd 6 COOMEEMCmMEUU C YUeOHOU
npoepamMmou u ymeepxcoeHa kageopoiu. Illepeuenv mem npedcmasier 8
NPUTLOIHCEHUMU.

Kaowcowiit cmyoenm mooicem eviopamov 11006y10 3aUHMEPECoO8ABULYIO €20
memy u3 NpeocmasieHH020 Nepeyns, 8 COOMBEMCMEUU C UHOUBUOVATIbHIMU
cnocoonocmamu. Beloop membl 0ondxcen b6bimsb ocyuwecmenet 8 YCmaHo81eHHbllL

npenooasamesiem Cpox.

3. PEKOMEH/IAIIAY IO HATIMCAHUMIO KYPCOBOW PABOTBI
(ITPOEKTA)

Conepxxkanue KypcoBoi padoThI (IIP0eKTa)

Beeoenue

Bo esedenuu kpamko oceewyaemcs cocmosnue npoodnremvl u cumyayus, 8
KOMOpOU OHA peulaemcs, CoHcamo 000CHOB8bIBAECMCs AKMYAIbHOCHb MeMbl,
NPAKmMu4eckas 3HAYUMOCMb pa3pabomKu, OMmMMeuaromcs OCHOBHble yeiu U
onpeoensitomces 3a0auu 0l 00CMUNICEHUST NOCMABIEHHbIX Yyellell, Oonpeoensemcs
00beKm U npeomemuast 0OaACmMsb UCCIe008AHUS, NOKA3bleaemcs oubauocpagus
OaHHOU npobiembl C nepequcieHuem asmopos, pazpadamvléarowux OAHHYIO

memamuky. Beseoenue oonocro 3anumams ne bonee mpex cmpaHuy.

I'nasa 1. Teopemuueckaa wacmo (meopemuyeckas 4acmv 8 KOHKPEMHOLL
KYpco8otl pabome 00I2CHA UMemb HA38AHUE).

B smoti yvacmu pabomul paccmampusaiomcsi 0CHO8Hble MeopemuyecKue
NOJOJICEHUS, PACKpbI8AlOuwjUe Cymb memvl Kypcogol pabomul. [[is nposedenus

JUMEPAMYPHBIX — UCCLE008AHULL  CIMYOEHm  OO0JHCeH  NONb308aAmMbCsl  KAK



@DYHOAMEHMANbHOIMY — TUMEPAMYPHLIMU — UCMOYHUKAMU — (MOHO2paghuamu,
yueonuxamu, y4eoHvIMU NOCoOUAMU), MAK U NEPUOOUYeCKOL neuamsio (Hay4HbuIMU
U NONYIAPHLIMU HCYPHATIAMU U 2A3emamit, Opounopamu,).

Teopemuueckasa enasa O00dCHA  UMemb  pazoenvl, 6 KOMOPbIX
PACKPbIBAIOMCS meopemuyecKue 80npocsl, 000CHOBAHHbLE MEMAMUKOU KYPCOB80U
pabomol. Obwvem meopemuueckoui enasvl — 10-12 cmpanuy.

Ananusz npoénemot uccnedosanusn. Oovem anarumuyeckou vacmu — 8 - 9
cmpaHuy,.

B konye Teopemuueckou uwacmu oaemcs 6bl8600 NO PACCMOMPEHHOM)
mMamepuaty no 8cet 4acmiu.

I'nasa 2. Ilpaxmuueckaa uwacmov (npaxmuiecKkas 4acmv 8 KOHKPEmHOU
KYpco8oti pabome 00JICHA UMemb HA38aHUe)

Ilpakmuueckasn yacmo pabomul exnoyaem: llpakmuueckyro peanuzayuto
meopemuyecKux NON0NCEHUN HA npumepe npeonpusmus (opeanusayuu), ¢
nposedeHuem 3SKOHOMUYECKO20 000CHOBAHUSL pPA3PAOOMAHHBIX NPeOSIOHCEeHU
(npoexma).

B xonye I[lpakmuueckoii wacmu oaemcs 6bl600 NO pe3yibmMamam 6cell
yacmu.

3akniouenue

B 3axmouenuu noosoosmcs umoeu Kypcosou pabomwl (npoexkma),
oenaomes 6vbl800bl HA OCHOBE NPOBEOCHHO20 UCCAe008AHUs, HAMEUAIOMCs
BO3MOJICHbIE NYMU U DPEeKOMeHOayuu OJisl OAlbHeluuLe20 Co8epuleHCme08aHuUs
paccmampueaemot npoo.iembl.

Obvem 3axnrouenus— 1-2 cmpanuybi.

4. TPEBOBAHUS 10 O®OPMJIEHUIO KYPCOBOI
PABOTBI(ITPOEKTA)

4.1. Tekct kypcoBoil pabOTHI(MpOEKTa) AOMKEH OBITh OTIEYaTaH Ha
KOMITBIOTEpPE Yepe3 MOJITOpa MHTEpBaja C MCIOJIL30BAHMEM CTPOro mpudra

Times New Roman, kernp 14. MuHuManbpHbiii 00beM 0€3 npuiiokeHui 25-30



ctpanurn. Hywmepanmsi cTpaHuI] MODKHA OBITh CKBO3HOW. [lpunmoxeHus u
3aKJIFOYEHHE BKJIIOYAIOTCA B CKBO3HYHO HyMmepanuio. Homep cTpaHuUIilsl
MPOCTaBIISIETCSA BHU3Y TMCTa cripaBa. Orcryi ad3amna— 1,25 cM (1o yMOT4aHHU IO B
Word 2003/2010). B TekcTte KypcoBOii paGoTbl BblIeJIeHUS] KHPHBIM
mpuTOM M NOJUEPKUBAHNUS He 10 MYCKAKOTCS.

4.2. Tekct meuaraercs Ha jucTtax (Gopmara A4, ¢ OJHOW CTOPOHBI.
[TapameTpsl cTpanuipl: oTcTynbl cieBa 30, cBepxy u cHuzy — 20, cipaBa— 10 Mm.

Ecnu B Tekcte KypcoBoil pabOThI UCIOIB3YIOTCS EPEUNCIICHUS, TO OHU

0 OpPMJISIIOTCSI TAKMM 00pa3oM, HalpuMep:

Oco0oe BHUMaHUE CIEAYET YACTUTh PACCMOTPEHHU IO CIEAYIOLIUX BOITPOCOB:
— MOJTHOTA ¥ TNTyOMHA pacCMOTPEHUS ITPOOIIEMBI;
— M CII0JIb30BAaHUE OTEUECTBEHHOM U 3apyOeKHOM TUTEpaTyphl;
= MO3UIUS aBTOPA, €€ 000CHOBAHHOCTS;
— U CIIO0JIb3YE€MbIE METO/Ibl aHAJIN3a TPOOJIEMBI;
— HACKOJIBKO PEIIEHBI TOCTABICHHBIC 3a/1a4H;

- Ka4eCTBO O OPMIICHU .

4.3. KypcoBas paboTa 10JKHA COJIepKaTh:

® TUTYJIbHBIN JUCT; (IpUI0KEeHUE 1)

® OrJIaBJICHUE;

® BBE/CHUC,

® OCHOBHYIO YacTh (maBsbl 1,2);

® 3aKJIIOYEHUE;

® CIMCOK HUCIIOJb30BAaHHBIX HICTOYHUKOB U JINTEPATYPBI;

® MPUJIOKEHUS (€CIIM OHU ECTh).

CnoBa «OraaBJiieHue», «BBenenne», «3akijl0ueHue» 3aMUCHIBAIOT C
KpPaCHOM CTPOKH 3arjlaBHBIMU OyKBaMH KU PHBIM IIPU(TOM.

TUTyJIbHBINA JIUCT SBISETCS MEPBOM CTpaHUIIEH KypCOBOMl pabOThI, OH HE

HYMEpPYeTCS.



TuryiabHbiid Jucr. HanMeHOBaHME TeMbl Ha TUTYJIBHOM JIMCTE IMHUIIYT
nponucHbiMA OykBamu. [lepeHOC COB Ha TUTYJIBHOM JIUCTE HE JOMYCKAETCH.
Touky B KOHIIE (hpa3 HE CTABAIT.

OrJaBjeHue. B orIaBiIeHUH ITOCIIEI0BATEIBHO IEPEYUCIISIOTCS BBEICHHUE,
BCE 3aroJIOBKM TIJIaB, IMYHKTOB, IOJIYHKTOB, 3aKJIFOYEHUE, MPUIIOKEHUE U
YKa3bIBa€TCsI HOMEP CTPAHMUIIBI, HA KOTOPOM OHU PACIIOJIOKEHBI. 3arJIaBueM 3TOTO
JaucTa JO0JKHO CiyXuTh ¢lioBo « OI'JIABJIEHUE)», HanucaHHOE B OT/IEJIBHOU
CTPOKE M0 LIEHTPY CTPAHULIbI 3aIJIaBHBIMU OYKBaMU KU PHBIM LIPU(TOM.

OcHOBHasl YaCTh COCTOUT U3 IVIAB, ITYHKTOB, IO YHKTOB. | J1aBbI 1OJI>KH b
UMETh OPSIKOBBIE HOMEPA B IIpeiesiaX BCe KypcoBOil paboThl, 0003HaUYEHHbIE
apaOckumu nu@pamMu ¢ TOUKoi Ha KOHIIE. [[yHKTBI JOKHBI UMETh HyMepaluio B
npejenax riiaBbl, MOAMYHKTHI — B Mpeenax myHkrta. [lepBoit uudpoil nynkra
SIBJIIETCS. HOMED IJIaBbl, BTOPOM — HOMEDP IIYHKTa B JaHHOW rnase. Hymepanus
IIOJITYHKTA OCYILECTBJISIETCS aHAJOTUYHO: HOMED TJIaBbl, HOMEDP IIYHKTA, HOMEP
NOAMYHKTA.

3arojoBKM TIJ1aB CJIEQYeT 3aluchbiBaTh C ab3ama (KpacHas CTpOKa)
3ariaBHBIMU OyKBaMHU >KUPHBIM MIPpUPTOM O€3 TOUKH B KOHIIE, HE TTOAUYEePKUBAsL.

3arojoBKM MYHKTOB CIIEJlyeT 3aluchbiBaTh C ab3ama (KpacHasi CTpOKa)
NPONUCHBIMU OYKBaMHU KUPHBIM HIPU(TOM O€3 TOUKH B KOHIIE, HE TOUEPKHUBASL.

4.4.®o pMyJibl, UCTIOJIB3YEMBIE 1JISI pACYETOB, PACIIONIAralOT HA OTIE€IbHBIX
CTpOKaX, HyMEPYIOT CKBO3HOM HyMepauued apaOCKumu Lu@pamu, KOTOPHIE
3aMMCBIBAIOT Ha ypOBHE (DOPMYJIBI CIIpaBa B KPYyIiibix ckoOkax. HemocpeacTs eHHO
noj (popMyJ10il TpUBOIUTCS pacilii PPOBKA CHMBOJIOB.

Ipumep: «Pvinounas cmoumocms yeHHOU OymMacu paccyumvlgaemcs no
Gopmyne:

1, = K*HC, (1)

20e K —xypc akyuu;

HC — nomunanvnas cmoumocms axyuuy.

4.5.Bce ncnonp3yeMbie B KypCcOBOM pab0oTe MaTepualibl IaI0TCSI CO CChUTKOM

Ha UCTOYHHK: B TCKCTC ITOCJIC YITOMHUHAHWA MATCPHUAJIBIITPOCTABIIAIOTCA B KOCBIX



CKOOKax HOMEp, MOJ KOTOPHIM OH 3HAUUTCS B CIHCKE MCIOJIB30BAHHOMN
JUTEepaTypsl 1 HOMEp CTpaHUIbl (Hampumep, /1, c. 42), nubo Jar0TCsI CHOCKH.B

KOHIC CTPAHHUIIBI C YKA3aHHUCM I10JIHOI'O HAMMCHOBAHW A HCTOYHHUKA FHZH(IWI beesa

A.B., Makxcumyes M.M. Hccrnedosanue cucmem ynpasnenus. — M.:
FOHUTH, 2008. - c. 34-36).

4.6. CokpalieHue CjI0B B TEKCTE HE JOIMYCKAETCS, KPOME YCTAHOBJICHHBIX
I'OCT 2.316,T'OCT 21.1101,T’'OCT 7.12. YcnoBHble OyKBEHHBIE U Tpad UUECKUE
0003HauYeHHUs TOJKHBI COOTBETCTBOBATh ycTaHOBJEHHbIM cTaHiaptam (['OCT
2.105). O6o3HauyeHus enuHUIL PU3NYECKUX BETMYUH HEOOX0TMMO IPUHUMATH B
coorBercTBuu ¢ I'OCT 8.417, CH 528.

4.7. ludposoii matepran opopmisieTcs B BUJe TadJIMI, Ha KOTOPHIC B
TEKCTE I0JKHA OBITh CCHUIKA.

Hanpumep: «Bmaba. 1 npusedenvt noxazamenu pabomul npeonpusimusy.

Tabnuna nomkHa MMETh Ha3BaHue. TabMUIBI HYMEPYIOTCS CKBO3HOM
HyMepalueil BO Bceil KypcoBod pabore. CChUIKM Ha TaONMIBI AT C
COKpallleHUEM clioBa Tabnuia, Hanpumep, mabn.l. JlomyckaeTcss moMeniarhb
Ta0IUIy BAOJb JIMHHON CTOPOHBI TMcTa. EciudacTs TabMUIBI MEPEHOCUTCS Ha
CJIEYIOLIYIO CTpPaHMIly, TO B MpaBOM YIIIy JIMCTa HaJa TaOMuIled CTaBUTCSA
IIpooonicenue maon. I 1pudt tekcra B Tadbaune Times New Roman, kernp 11-

12, MEXCTpOUHBIN HHTEPBAJI OIMHAPHBI.

Ilpumep:
Tabnuya 1

IKoHOMUYeCKUe noKazameu pabomvl NPeONnpUsmus
HammenoBa | PeammoBanHas CebecTouMOCTh MarepuaiibHbie OmroBast  IicHA,
HIE Npo- | MPOAYKIWMS, THIC. IIT. | €IVHUIIBI npo- | 3aTpaThl,  THIC. | THIC. pyO.
TTYKIAHA JIYKIWH, THIC. pyo. | pyo.
A 80 24 1,9 2,65
b 40 3,1 1,8 3,6
B 15 2,9 2,2 3,3




[T [ 150 [1.1 [0.6 [125

4.8. WimocTpauum - cxeMbl M rpapuKd, UMEHYEMblE PUCYHKaMH,
HYMEpYIOTCS CKBO3HOM HyMepaluel B mpeeiax OJHOW IJIaBbl, 0003HAYAIOTCS
apabckumu g pamMu. PUcyHKY TOIKHBI UMETh Ha3BaHNE, HA HUX JIOJIKHBI OBITh
cchUTKM B TekcTe. Hanmpumep: « Ha puc. 1.1 mpuBeaeHa 3aBUCUMOCTb TPUOBLINA OT
IIEHbl MPOAYKIIMU U 3aTpaT Ha €€ MPOU3BOACTBO». Bech MILIIOCTpAIlMOHHBIN
MaTepua J0JKeH ObITh 0(DOPMIICH aKKYpaTHO.

PucyHku JOMKHBI OBITH PACHOJIOKEHBI 1O TEKCTY KYpCOBOW paboThI,
BO3MOXHO OJIM>KE K COOTBETCTBYIOLIUM YaCTSM TEKCTA.

4.9. CriMCoOK MCII0J1b30 BAHHOM JINTEPATYPbl.

Cnucok HCMONB30BAaHHON JuTepatypsl odopmisiercss B andaBUTHOM
nopsiike paMuINi aBTOPOB MIIM Ha3BaHUM (€CJIM aBTOp HE yKa3aH).

B kypcoBoil paboTe B CHHCOK JIMTEPATypbl BKJIOYAKOTCS TOJBKO T€
MCTOYHHUKH, HA KOTOPBIE €CTh CCHUIKYA B OCHOBHOM TEKCTE M KOTOPbIE (haKTHUYE CKU
UCII0JIb30Banuch. CIMCOK JTUTEpPAaTyphl HE MOKET COCTOSATH MeHee YeM u3 10
HCTOYHHUKOB.

B cnucke ucnonb30BaHHON JUTEPATyphl YKa3bIBAIOTCS: ISl KHUTU —
(¢aMuIuyM M MHULMAIBI aBTOPOB, MOJHOE Ha3BaHUE KHUIM, MECTO H3IaHuf,
U3/1aTeIbCTBO, O/l U3JaHus, KoiaudyecTBO crpanull. IIpu uncne aBTopoB Oonee
IBYX MOXET ObITh yKa3biBaja (paMuiivs TOJIbKO MEPBOrO aBTOPA CO CIOBAMHU «H
Ip.».

CBeneHuss 0 craTbe€ M3 MEPUOAUYECKOTO HM3JaHMS JOJKHBI BKJIHOYATh:
(aMunui0 ¥ MHULMAIBl aBTOpa, 3arjaBUe€ CTaThbd, Ha3BaHUE >KypHala, TOJ
U3JIaHUsl, HOMEP, CTPAHUIIbI HA KOTOPBIX HarleyaTaHa cTathbst. CUCOK TUTEpATypbl
JIOJKEH BKJIFOUATh KHUTH HE TTO3JHEE S-JICHTETO CPOKa JaBHOCTH (€CJIM TeMaTHKa
HE MpelyCMaTPUBACT UCIIOIb30BaHUE O0JIEE pAHHUX UCTOYHUKOB).

Bxurouenue B ciicok IuTepaTypsl aipecoB Web-cTpaHuil Uil UHBIX G opM
npeactaBieHus wuHpopmanuu B cetu InterNet cBHUIETEIBCTBYET O

COOTBCTCTBYHOIICM COBPCMCHHBIM Tpe6OB AHWAM YPOBHC ITOATOTOBKU CTYZICHTA



Cnucok uCIoIb30BaHHOM TUTEPATYPHI TOJKEH OBITh TPOHYMEPOBAH.

HNcTouyHNKM B CIHMCKE HCIOJB30BAHHOW JUTEPATYyphl PACIOIATAtOTCS B
CJIEIYIOLIEM ITOPSJIKE:

— benepanbHbIe 3aKOHBI, 3aKOHOIATENIbHBIE AKThl U HHBIE HOPMATUBHBIE

JNOKYMEHTHI;

— JUTEepaTypa o TEMaTUKE KypCcOBOW pabOTHI.

IIpumep cnucka ucnob308aHHbIX UCOYHUKOS U IUMEPAMYPbL:

CIIMCOK UCNOJIb30BAHHOM JIMTEPATYPBI

1.JIutBak b.I". Pa3zpaboTka yrpaBieH4ecKoro peneHus: Y 4eOHukK. -5-¢ u3 /.,
ucnp. u jo1.- M.:Jleno ,2006. -.297c.

2.Mexkcon M.X., Ansoept M., Xenoypu @.OcHoBel MeHeKkMeHTA: [lep. ¢
anri. — M.: leno, 2006. — 720c.

3.PymsuneBa 3.11., Conomatun H.A. u np.MeHeKMEHT OpraHu3aluu:
VYyebnoe nocodue. M.:Mudpa-M, 2007.- 245c.

4. Hlexun I'.U. IIpodeccus — menemxep o kajapam. CTaThs B )KypHalie

// Kaapwl, mepconan.—M.; 2005, Ne 5

5. HEPEYEHb TEM KYPCOBBIX PABOT (ITPOEKTOB)

1. Mepsl 0OHapy>KeHHS ¥ TPEI0TBPAILCHUSI KHOepaTakK: HauadIbHBIA JOCTYTI
(initial access)

2. Mepbl OOHapy>XeHUsI U TPEIOTBPAIICHUS KUOEpaTak: BHITTOJHEHUE
(execution)

3. Mepnl oOHapyxkeHUs W MOpPeNOTBpaIleHUs KuOepaTak: 3aKperieHhe
(persistence)

4. Mepsl oOHapykeHHUSI W MpPENOTBpAIllCHHs KuOepaTak: MOBBIINICHUE
npuBmiierui (privilege escalation)

5. Mepsl oOHapy»XeHUs U MPEJOTBpAIlCHUsT KuOepaTak: 00X0J 3allUThI

(defense evasion)



6. Mepbl oOHapyxkeHUsI W TpeAOTBpallleHUs KubepaTak: MOTyUYEHHE
y4EeTHBIX TaHHBIX (credential access)

7. Mepbl oOOHapykeHUsI W MpPENOTBpalleHus KuOepaTak: pa3Beaka
(discovery)

8. Mepbl oOHapyXeHHS W MPEIOTBpalIcHUs KubepaTak: MepeMelieHue
BHYTpU nnepumetpa (lateral movement)

9. Mepsl oOHapyXeHHUsI W TIpeIOTBpalleHus KuOepaTak: cOOp JaHHBIX
(collection)

10. Mepbl oOHapyKeHHUs U TPpeIOTBpaIleHUsT KuOepaTak: yIpaBjiIeHUE U
KOHTpOoJb (command and control)

11. Mepsl oOHapy>keHHsI U TTpeIOTBpalIeHUs KuOepaTak: SKCPUIbTpaLUs
naHHbIX (exfiltration)

12. Mepsl oOHapykeHHS W TPEAOTBpalIeHUs] KuOepaTak: BO3ACHCTBUE
(impact)

13. TlpeumyiecTBa MCHONB30BAHUS MEXKCETEBBIX HSKPAHOB HOBOTO
nokoJjieHust (NGFW, next-generation firewall)

14. Otnuuus 3anuTHBIX Mep oT kubepatak st ACY TII

15. OuncTKa U SKpaHUPOBAHUE MTOJIB30BATEIbCKUX TAHHBIX

16. MeToapl OOHAPYKEHUS U TIPEIOTBPAIICHUS MEKCAUTOBOU MOICIIKU
3anpoca (CSRF) u moanenku 3anpoca Ha ctopoHe cepBepa (SSRF)

17. MeToasl mpeaoTBpaieHus pruKcarmu ceccuu (session fixation)

18. [IpotuBoaeiicteue APT (Advanced Persistent Threats)

19. Mcnonb3oBaHue CpeCcTB OOHAPY>KEHUS BTOPKEHHUH MJIs 3alUTHI OT
KuoOepaTak

20. Ucnionp30oBaHMe CKaHEPOB YSA3BUMOCTEH 1J151 3alIUThI OT KHOepaTak

6. PELHIEH3MPOBAHUE KYPCOBOM PABOTHI (ITPOEKTA)

PYKOBOJII/ITGJ'IB KprOBOfI pa6OTBI SHAKOMHUTCA C COACPKAHNCM KYPCOBBIX
pa60T Ha MpCIAMCT UX I'OTOBHOCTH K 3alIUTC U AACT CBOC 3aKJIIOYCHUC B BUIC

pElCH3HM.



PeneHsust Ha KypcoBYyI0 pabOTy OTpakaer:

— aKTyaJbHOCTh TEMBI:

— r1yOWHY N3y4YeHHUS CIICIMAIBHOMN JIMTEPaTyPhI;

— OOBEKTUBHOCTh  METOJOB  HCCICAOBAaHHUS M  JOCTOBEPHOCTH
PE3yNIbTAaTOB;

— 000CHOBAHHOCTh BLIBOJIOB;

— CTHJIb ¥ 0()OpMIICHHE PAOOTHI

- MMPCAJIOKCHUA U BBIBO/IBI.

7. HOPSOK 3AIIIMTHI KYPCOBOM PABOTHI (ITPOEKTA)

K 3amure nomyckaroTcs TOJIbKO KypPCOBBIE pabOThI (IIPOEKTHI ), TPOLIE IIIHUE
peleH3upoBanre, COPOUTIOPOBaHHBIE M OQOPMIIEHHBIE B COOTBETCTBUH C
TpeOOBaHUSAMH JaHHBIX METOJUYECKUX pekoMeHmanuii. CTyAeHT 3aluiiacT
KYpCOBYIO paboty (mpoekT) mepen komuccuen. [lomMeHHBIN cocTaB 4iI€HOB
KOMHCCHUH YTBEPKIACTCs 3aBe Ay rommM kKadeapoi. KonmdecTBo 4ieHOB KOMUCCHA
OTIPEIEISIETCS] KOJIMYECTBOM CTYACHTOB B TpyIme. 3amuTa KypcoBOi paboThI
BKJIIOUAET KpaTKUi TOKJIa cTyAeHTa (He 6osee 10 MUHYT), M1 OTBETHI HA BOIPOCHI
0 CYIIECTBY PaOOTHI.

CrpykTypa noknaja:

1 TEeMa KypCcOBOW pabOThL, €€ LETb;

2 aKTyaJlbHOCTb TEMBbI, €€ 000CHOBAHUE;

3. dbopmyIupoBKa TPOOTIEMBI;

4 00BEKT MpeAMETHOM 001aCTH;

5 XapaKTEepPUCTHKA ITIaB KypCOBOM pabOThI (Hanpumep, KaKue paccmompeHul
B0NPOCHL, KAKASl OP2AHU3AYUSL UCCLe008aHdA, KAKUe Memoovl UCCIe0068aHUs.
NPUMEHSIUCH, KAKOBbl pe3VIbmambl UCCAe008aHU (OCHOBHbIE NONOHCEHUS
meopemu4eckou U NPAKmMuyeckou 4Yacmu);- — 3aKiiodeHue (KOHKpemHbvie
NPeONoHCEHUSL NO peuleHUI0 NOCMAGIEHHbIX NPOO.IeM, 000CHOB8AHUE NPEOLOIHCEHUL,

86160061 N0 pabome).



B cBoeM noknazne CTyAEHT JOJDKEH KPAaTKO M3JIOKHUTh LEIW U 3aJadd
KypCOBOM paboThl, OXapaKTepu3oBaTb OOBEKT U MPEIAMET HCCIeIOBaHUs,
O0OBSICHUTH OCHOBHBIE MTOJI0KEHUS M BBIBOJIBL, K KOTOPBIM OH IMPHUILIET B PE3yIbTaTe
npoBeIeHHON paboTel. Ocoboe BHMMaHHWE B JIOKJIaae HEOOXOIUMO YIEITUTH
coOCTBEHHBIM pa3paboTkam. B 3akiiroueHnH JOKIaa Hy>KHO J1JaTb COOCTBEHHY IO
OIIEHKY JIOCTUTHYTBIM pe3yjbTaTaM KypCOBOM pabOThl M BO3MOKHOCTH MX
NPAKTUYECKOTO TPUMEHEHHUSI.

CryzneHTy 3a1a10TCsl BOIIPOCHI, Ha KOTOPbIE OH 00513aH 1aTh OTBET. OTBETHI
JOJIKHBI OBITh KOHKPETHBIMH, COIEPKATENbHBIMU U JIAKOHUUHBIMU.

[Ipu npocTaBiaeHUH OLIEHKH 10 PabOTE KOMUCCUEH YUUTHIBAIOTCS:
= JOKJIaJ CTYJICHTA;

— NOJHOTA W TJyOMHAa OTBETOB Ha BOMNPOCHI PYKOBOAUTENS (WICHOB
KOMHCCHN);

- aKTyaJbHOCTh, COJIEPKaHHE, COOTBETCTBHE COJACPXKAHUS TeMe padoThI,
CaMOCTOSITEJIBHOCTh ~ BBITIOJIHEHUST  palOThl, TJIyOMHAa PACKPBITHS TEMBI,
MPaBUJIIbHOCTh PACUETOB, YPOBEHD BBINOJHEHHBIX HCCIIEI0BAHU I, TEOPETUUECKAs U
MpaKkTHYecKass 3HAYMMOCTh TOJYYCHHBIX pPE3yJbTaTOB, HAJIWYHUE BBIBOJOB U
PEKOMEH JALINH;

— KauecTBO 0(hOpMIICHUSI.

"' CryneHT, He BBINOJHUBIIMN KypCOBOH paOOThl, YCTaHOBJIECHHOU
y4€OHBIM IJIAHOM 10 TUCHUIUIMHE, WA TOJYYUBIINNA HEYIOBIECTBOPUTEIHHYIO
OLICHKY, K 9K3aMEHalMOHHOW CECCUH HE JIONTYCKAETCH.

CryneHTy, MOJIy4YuBIIEMY HEYAOBJIETBOPUTEIBHYIO OLIEHKY MO KypCOBOM
paboTte, mpeaoCTaBIseTCs TPAaBO BHIOOPA HOBOIM TEMBI KYPCOBOM pabOTHI UJIH, IO
PEIICHUI0 PYKOBOJIUTENS, TOPAOOTKU MPEKHEH TEMBbI, U ONpPEACNIeTCsS HOBBIM
CPOK 1151 €€ BBIIIOJIHEHU L.

OneHka 1o KypcoBoi paboTe CTABUTCS B BEIOMOCTh U 3a4E€THY IO KHUXKKY
CTYJIEHTa, B JaJIbHEWIIeM oHa Oy/leT BBICTAaBJIEHA B NPHJIOKEHUE K JUILIOMY

OakamnaBpa.



[Ipn HEymOBIETBOPUTEIBLHON OILICHKE KYpPCOBOW PabOTHI CTYJIEHT WMEET

IIPaBO MOBTOPHO €€ 3alUIIATh 10Ce J0PAOOTKU U BHECEHHU I HCTIPABJICHU .

8. KPUTEPUM OLIEHKH KYPCOBOM PABOTHI (ITPOEKTA)

Ouenka "OTJIMYHO" BbICTaBISAETCS B TOM CIIy4ae, €CIIU:
- coliep>kaHre pabOThl COOTBETCTBYET BHIOPAHHOM CHEIUATILHOCTU U TEME
paboTHI;
- paboTa akTyalilbHa, BBINIOJIHEHA CaMOCTOSTEIBHO, HWMEET TBOPYECKUU
XapaKkTep, OTIIMYAETCS ONPEAEICHHOW HOBU3HON;
— JIaH OOCTOSATENBHBIM aHAJIU3 CTENEHU TEOPETUUYECKOrO MCCIIEeI0BAHUS
po0JIeMBl, Pa3TMYHBIX ITOJIX0/I0B K €€ PEIIeHUIO;
— NOKa3aHO 3HAaHUE HOPMATUBHOM 0a3bl, yUTEHBI MOCIEIHUE U3MEHEHHUS B
3aKOHOJIaTEIbCTBE U HOPMATUBHBIX JOKYMEHTAX 10 JAHHOU podiieme;
— npoOsemMa pacKpbITa r’Ty00KO U BCECTOPOHHE, MaTepHall U3JI0KEH JJOTUYHO;
— TEOPETUYECKUE MOJIOKEHUSI OPTAHUYHO COMPSLKEHBI C MPAKTUKOW; JaHbI
NPEACTABJIAIONINE UHTEPEC NPAKTUUYECKUE PEKOMEHJAlMH, BBITEKAIOIIUE U3
aHaan3a npooOJIEMBI;
— B paboTe MMPOKO UCTIOIB3YIOTCS MaTEPHAIIBI HCCIICIOBAHUS, TPOBEICHHOT O
aBTOPOM CaMOCTOSATEIBHO WJIM B COCTaB€ IpPyHIbl (B OTAEIBHBIX CIydasx
JOITYCKaeTCs OIopa Ha BTOPUYHBIN aHAJIN3 UMEIOUTUXCS JAHHBIX);
— B paboTe NpOBEJACH KOJUYECTBEHHBIM aHalIu3 MpPOOJEeMbl, KOTOPHIi
MOAKPEIUISIET TEOPUI0 U WJUIIOCTPUPYET PEANbHYIO CHUTYaIMIO, MPUBEICHBI
TaOIUIIBI CPAaBHEHUH, TpadUKH, TUAarpaMMbl, )OPMYJIbI, TOKA3BIBAIOIINE YMEHUE
aBTOpa (pOpMaIN30BaTh PE3YIbTATHI UCCICTOBAHNUS;
— IITMPOKO MpecTaBIeHa Onbauorpadus 1mo reme padboThl;
— MPUIOKEHUS K pad0Te HILTIOCTPUPYIOT JOCTUKEHUS aBTOPA U TTOAKPETISIIOT
€r0 BBIBOJIBI;
- 0 CBOEMY COJEpXaHHI0 M (opMe paboTa COOTBETCTBYET BCEM

pPEAbABICHHBIM TPEOOBAHHSIM.



Onenka “XOPOIIO”:
— TE€Ma COOTBETCTBYET CIIEHNAIBHOCTH;
- coliep>kaHre paboThl B IIEJIOM COOTBETCTBYET 3a/IaHHUIO;
— paboTa aKkTyajabHa, HallMCaHa CAaMOCTOSATEIBHO;
— JIaH aHAJIN3 CTETIEHU TEOPETUYECKOr0 NCCIIeIOBAaHUS TPOOIIEMBI;
— OCHOBHBIE IMOJIOKEHUS PaOOTHI PACKPBITHI HA JOCTATOYHOM TEOPETUUECKOM
Y METOJIOJIOTUYECKOM YPOBHE;
- TEOPETUUECKUE MTOJIOKEHUS CONPSIKEHBI C TPAKTUKOM
— MPEJICTABJICHbl  KOJIWYECTBEHHBIC  IIOKA3aTENd, XapaKTEPU3YIOLIHE
MpOOJIEMHYIO CUTYAIUIO;
— NPAKTUUYECKUE PEKOMEHAAIMU 00OCHOBAHBI,
— MPUJIOKEHUS TPAMOTHO COCTABIIEHbI M TMPOCIEKUBACTCA CBSA3b C
MOJIOKEHUSIMU KYPCOBOM paOOTHI;
- cocTaBJieHa bubmrorpadus mo Teme paboThI.

Ouenka "YJIOBJETBOPUTEJIBHO":
— paboTa COOTBETCTBYET CIEI[UATIBHOCTH;
— MMEET MECTO OMNpPEACIEHHOEe HECOOTBETCTBUE COACpPXKAaHUS PAOOTHI
3asiBJICHHOM TEME;
— uccienyemasi mpobsiieMa B OCHOBHOM PAaCKphiTa, HO HE OTJIMYACTCS
HOBU3HOM, TEOPETUUECKON TTTyOMHOMN M apryMEeHTHPOBAHHOCTBIO;
— HApyILICHA JIOTUKA W3JIOKEHHUS MaTepuana, 3ada4d pPacKpbITbl HE
ITOJIHOCTBIO;
- B paboTe HE MOJHOCTHIO MCIOIB30BAaHBl HEOOXOMUMBIE IS PACKPBITH S
TeMbl Hay4dHas JUTEpaTypa, HOPMATUBHBIC JIOKYMEHTHI, & TAKKE MaTEepHUaIbI
HCCIeq0BaHNM;
- TEOPETUUYECKUE TMOJOXKEHUs C€Iabd0 yBS3aHbl C YIOPABICHUYECKOU
MPAaKTUKOM, TPAKTUIECKHUE PEKOMEHAAITUN HOCAT (hOpMasIbHbIN 0e310Ka3aTeNbHbIN
XapaKkTep;

- COACPIKAHUC HpI/IJ'IO)KeHI/Iﬁ HC OCBCHIACT pCIICHMS ITOCTABJICHHBIX 3a/1a4.



Ounenka “HEYJIOBJIETBOPUTEJIBHO":
— TeMa pabOThl HE COOTBETCTBYET CIICIIMAIbHOCTH;
- coJiep>kaHue pabOThl HE COOTBETCTBYET TEME;
— paboTa COEPKUT CYILIECTBEHHBIE TEOPETUKO-METOI0JIOrMUYECKUE OLTMOKU U
MOBEPXHOCTHYIO apTyMEHTAIMI0 OCHOBHBIX MTOJIOKESHHI;
- KypcoBasi paboTa HOCHUT YMO3PUTEIBHBIM U (WJIM) KOMITUJISATHBHBIN
XapakTep;

— MpeJITI0KEHU S aBTOPa YETKO HE CPOPMYJIMPOBAHBI.

9. CIIUCOK JIUTEPATYPbI
OcHoBHafA:

1. KubGepbe3onacHocTh 1MGPOBOM HHIYCTPUHU @ TEOpUS M TMpPAKTUKA
GbyHKUHOHANBHON YycToMuMBOCTH K kuOepartakam / [. II. 3erxna, E. b.
Anekcangpoa, M. O. Kanunus, [u ap.] ; pea. . II. 3emkna . — Mocksa :
[opstuas JInnus-Tenexkom, 2020 . — 560 c. - ABTOpbI yKa3aHbl HA 000POTE THUT.
1. - ISBN 978-5-9912-0827-7 .;

2. bemoyc, A. W. KubepOe3omacHOCTh OOBEKTOB TOILUIMBHO-
IHEPreTUUYECKOro Komruiekca. Konuenimm, MeTo 1bl ¥ cpeicTBa obecrieueHus /
A. U. Benoyc . — Mocksa; Bomnorga : Undpa-Unxenepus, 2020 . — 644 c. -
ISBN 978-5-9729-0512-6 .;

JlonoJiHUTEILHAS:

1. Yopasnenue coObITUSIMU HH(OPMAITMOHHOMN 0€30MacHOCTH : yueOHOe
nocobue/ A. C. Mun3zos, O. P. baponos, C. A. Mun3og, I1. A. Ocumnos, Hari.
uccinen. yH-T "MON" (HUY"M3BI"), UHxKeHEepHO-3KOHOMUY. UH-T
HalMOHaJILHOTO Hcciaen. yH-Ta"MON" ; pen. A. FO. HeBckuii. — MockBa :
BHHWUreocucrem, 2020 . — 110 ¢. - JInsg cTyaeHTOB OakajgaBpuraTa,
MarvucTpaTyphbl, aCUPaHTOB U MPENoaBaTesei, 3aHMMAIOIINXCSl BOITPOCAMU

co3nanus 3¢ PEeKTUBHBIX CUCTEM YIIpaBJIeHUs KuOepOe30omacHoCThIO . - ISBN

978-5-8481-0244-4 .;



2. Muorenec lO., O3kaiis .- "KubepOe3onacHoCTb. CTpaTerus aTak u
ob6oponsr", U3marensctro: "JIMK Ilpecc", Mocksa, 2020 - (326 c.)
https://e.lanbook.com/book/131717.



https://e.lanbook.com/book/131717

[Tpunoxenue 1
TutynabHBI TUCT KYypPCOBOU pabOTHI(TIPOSKTA)

MuHICTEpPCTBO HAYKHU M BbIclIero oopasoBanus PO
deepajibHO e roCyIapcTBeHHOE 0 10/IKeTHOE 0 0pa3oBaTeibHOe
YUYpexKIAeHUe
BbICIIET0 00pa3oBaHusA
«Hanmo HaJbHBIM HCCJ1€/10 BATeJILCKUI YHUBepcuTeT « MIU»

dakyabreT/Ppuanan MHKEHEPHO-IKOHOMUYECKUN MHCTUTYT
(na3zBanue QakynpreTa/punnana)
Kadenpa bezonacuoctr 1 mHGOPMAIIMOHHBIX TEXHOJIOTHUI
(Ha3BaHue Kadeapsl)

KYPCOBASI PABOTA (ITPOEKT)

JucuunanHa

Tema:

BBINIOJHWICTYIEHT __ Kypca
OYHOI1/3204HOU (POPMBI 00YUEHU S

rpyImma

50

[IpoBepu1 JOIKHOCTb, CTENEHb, 3BaHUE
510

JlaTa 3aIUThI « » 20 1.
OILICHKa

MockBa, 20 T.
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